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1. Installation du role Server web (IIS)

Au niveau du Gestionnaire de serveur, sélectionner le menu permettant d’ajouter de nouveaux réles.

Ci-dessous la liste des services a installer :

Manage  Tools View

Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

T |
B Add Roles and Features Wizard — O >
fE Add Roles and Features Wizard X
S | DESTINATION SERVER
elect server r¢ Add features that are required for Web Server (lIS)? BRI e

x
The following tools are required to manage this feature, but do not
have to be installed on the same server.
cription
4 \Web Server (II5)

4 Management Tools
Server Roles [Tools] IS Management Console fage_able_, and scalable Web
lication infrastructure,

Server (IIS) provides a reliable,

Include management tools (if applicable)

‘ Add Features ‘ ‘ Cancel

ieb Server (11S)
Windows Deployment Services
Windows Server Update Services

< Previous Next > Install

e Ajouter les roles et fonctionnalités ci-dessous en commencant par sélectionner les
fonctionnalités :

o «.NetFramework 4.8 », et « ASP.NET 4.8 »

NomDocument — 29/03/2023 - Droits réservés

AKIO SAS | Siége social : 43 rue de Dunkerque, 75010 Paris, France
RCS Paris B421001702 | Téléphone +33 (0)1 53 20 63 80 | https://www.akio.com 3



https://www.akio.com/

-h Add Roles and Features Wizard

Select features

Before You Begin

Installation Type

Server Selection

Server Roles

Web Server Role (IIS)
Role Services

Confirmation

Select one or more features to install on the selected server.

Features

b [ .NET Framework 3.5 Features C3
4 [W] NET Framework 4.8 Features (2 of 7 installed)
+/| .NET Framework 4.8 (Installed)
ASP.NET 4.8
rvices (1 of 5 installed
4 Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[ BitLocker Netwark Unlock
[] BranchCache
[ Client for NFS
[] Containers
[[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[ Failover Clustering
[] Group Policy Management
[] Host Guardian Hyper-V Support
[ 170 Quality of Service

- O X

DESTINATIOM SERVER
WIN-JTOBDHQAOOE

Description

Windows Communication
Foundation (WCF) Activation uses
Windows Process Activation Service
to invoke applications remotely over
the network by using protocols such
as HTTP, Message Queuing, TCP,
and named pipes, Consequently,
applications can start and stop
dynamically in response to incoming
work items, resulting in application
hosting that is more robust,
manageable, and efficient.

[ 115 Hostable Web Core v
£ 3
< Previous | | Mext > | | Install | | Cancel
o Egalement « Expérience Audio-Vidéo haute qualité Windows ».
& Add Roles and Features Wizard — O x

Select features

Before You Begin
Installation Type
Server selection

Server Roles

Web Server Role (I1S)
Rale Services

Confirmation

Select one or more features to install on the selected server.

Features

[[] Group Palicy Management
[] Host Guardian Hyper-V Support
] /O Quality of Service
[ 1S Hostable Web Core
[] Internet Printing Client
[ I1p Address Management (IPAM) Server
[] LPR Port Monitor
[] Management OData IS Extension
[] Media Foundation
I [] Message Queuing
| Microsoft Defender Antivirus (Installed)
1 Multipath 1/O
I [ MultiPoint Connector
[] Metwork Load Balancing
] Network Virtualization
[] Peer Name Resoluticn Protocol
Quality Windows Audio Video Experience
[C] RAS Connection Manager Administration Kit (CM2
+| Remote Assistance (Installed) v

DESTINATION SERVER
WIN-JT0EDHQAOOE

Description

Quality Windows Audio Video
Experience (qWave) is a networking
platform for audio video (AV)
streaming applications on IP home
networks. gWave enhances AV
streaming performance and
reliability by ensuring network
quality-of-service (QoS) for AV
applications. It provides mechanisms
for admission control, run time
monitoring and enforcement,
application feedback, and traffic
prioritization. On Windows Server
platforms, gWave provides only
rate-of-flow and prioritization
services.

| Install | | Cancel

Les fonctionnalités liées au Serveur Web 1IS sont décrites plus bas.
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e [onctionnalité du réle de serveur Web IIS

-ﬁ Add Roles and Features Wizard

Select role services

Before You Begin Select the role services to install for Web Server {IIS)

Installation Type Role services
Server Szlection . Web Server ~
Server Roles 4 Caommon HTTP Features

Default Document
Directory Browsing
HTTP Errors
Static Content
[C] HTTP Redirection
Confirmation ] WebDav Publishing
4 Health and Diagnostics
HTTP Logging
[] Custom Logging
[] Logging Teols
[] ODBC Loggin
[] Tracing
4 Performance
Static Content Compression
[ Dynamic Content Compression
4[] Security v

Features

Web Server Role (lI5)

- O X

DESTINATION SERVER
WIN-JTOBDHQAOOCE

Description

Request Monitor provides
infrastructure to monitor Web
application health by capturing
information about HTTP requests in
an |15 worker process.
Administrators and developers can
use Request Monitor to understand
which HTTP requests are executing
in a worker process when the worker
process has become unresponsive or
very slow.

< Previous | | Next » | | Install | | Cancel

e Autres fonctionnalités du role : développement d’applications

Fh Add Roles and Features Wizard

Select role services

Before You Begin Select the role services to install for Web Server (|I5)

Installation Type Role services

Server Salection ~
4 Security

Request Filtering
Basic Authentication
Centralized S5L Certificate Support
Web Server Role (1I5) [] Client Certificate Mapping Authentication
[] Digest Authentication
[] 1S Client Certificate Mapping Authenticatic
Confirmation [ 1P and Domain Restrictions
[BRURL Authorizatio
Windows Authentication
4 Application Development
[] .NET Extensibility 3.5
NET Extensibility 4.8
Application Initialization
[] ase
[] ASP.NET 3.5
ASPNET 4.8
[ cal
[+ ISAPI Extensions W

Server Roles

Features

= O X

DESTINATION SERVER
WIN-JTOEDHQAOOB

Description

URL Authorization allows you to
create rules that restrict access to
Web content. You can bind these
rules to users, groups, or HTTP
header verbs. By configuring URL
authorization rules, you can prevent
employees who are not members of
certain groups from accessing
content or interacting with Web
pages.

< Previous | | Mext > | | Install | | Cancel
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-ﬁ Add Reles and Features Wizard

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Web Server Role {IIS)

Confirmation

Select the role services to install for Web Server (lIS)

Role services

4 v

Security

Request Filtering

Basic Authentication

Centralized S5L Certificate Support

[] Client Certificate Mapping Authentication
[] Digest Authentication

[] 1S Client Certificate Mapping Authenticatic
[] 1P and Domain Restrictions

0O

Windows Authentication

Application Development

[C] .NET Extensibility 3.5

NET Extensibility 4.8

Application Initizlization

[] asp

[] ASP.NET 3.5

ASP.NET 4.8

O ca

[+ ISAPI Extensions w

- O X

DESTINATION SERVER
WIN-JTOBDHQAQCE

Description

~ URL Authorization allows you to
create rules that restrict access to
Web content. You can bind these
rules to users, groups, or HTTP
header verbs. By configuring URL
authorization rules, you can prevent
employees who are not members of
certain groups from accessing
content or interacting with Web
pages.

<Preuious|| Next » |

| Install | | Cancel

2. Paramétrage du serveur

Pour terminer cette installation :

e Désactiver la sécurité renforcée de « Internet Explorer » via le Gestionnaire du serveur.

i- % Internet Explorer Enhanced Security Configuration

q

EVI

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups.

Administrators:

@' (0) on (Recommended)

X

Last installed updates
Windows Update
Last checked for updates

Microsoft Defender Antivirus

Never
Download updates only, using
Today at 12:53 PM

Real-Time Protection: On

All

Feedback & Diagnostics Settings
IE Enhanced Security Configuration Off
@ @ off Time zone (UTC+01:00) Brussels, Copenha
Product ID 00453-60521-17261-AA720 (ac
Users:
@ (2) On (Recommended)
Processors Intel(R) Xeon(R) CPU L564
W @off Installed memary (RAM) 6G8
Total disk space 59.32 GB
More about Internet Explorer Enhanced Security Configuration .
ents [ U total TASKS

e Mettre en place les exceptions nécessaires en fonction des prérequis.

e Prévoir le certificat SSL pour I'utilisation sécurisée des applications
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